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1
Decision/action requested

It is requested to approve the new KI on secure provisioning of external parameters.
2
References

[X]

S3-221188 "New SID on Security and Privacy of AI/ML-based services and applications in 5G"

[Y]

3GPP TR 23700-80 "Study on 5G System Support for AI/ML-based Services"

3
Rationale

This contribution introduces a new KI in the SID on Security and Privacy of AI/ML-based services and applications in 5G.

It is related to objective #4 in SID S3-221188 [1] which is defined as
4.   Secure provisioning of the external parameter required for AI/ML (e.g., expected UE activity behaviors, expected UE mobility , etc.) -
4
Detailed proposal

**** START OF CHANGE ****
6.X
KI #X: secure provisioning of external parameters
6.X.1
Key issue details
It is related to objective #4.
As outlined in clause 4.15.6 of TS 23.502 [4], provisioning capability allows AF to provision specific parameters, such as expected UE behaviour and other service specific parameters to 5G network functions to assist AF to perform application AI/ML operations. For example, the expected UE behavioural information consists of information on expected UE movement and communication characteristics. Provisioned data may also be used by the other NFs.
The AI/ML model, intermediate data, inference results, or model performance data at the UE are transported by 5GS for the Application AI/ML operation. In order to assist the Application AI/ML operation, the 5GC can maintain and use the external parameters provisioned by AF.

To ensure the security and privacy of UE-related data in external parameters, it is necessary to consider how AF can securely provision external parameters to 5GC.
6.X.2
Security threats
If provisioning of external parameter to 5GC network function is not protected, 5GC may not be able to provide the assistance needed by AF to perform application AI/ML operations, for example, the UEs in targeted AOI may not be properly selected or UEs from non-targeted AOI may be incorrectly selected for federated learning.
6.X.3
Potential requirements
3GPP system shall provide means to securely provision of AF’s external parameter required for application AI/ML operations.
**** END OF CHANGE ****
